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Abstract. With the evolution of interconnectivity and the World Wide
Web, we have become increasingly dependent on it, but also highly susceptible to attacks from malicious actors. Regarding the amount of traffic
generated every day, it has become quite complicated to quickly find and
identify possible breaches of security in the form of cyber threats and attacks. In recent years there has been a stronger push for better cyber
situation awareness. This comes in many forms- threats and vulnerabilities need to be identified, processed and understood in real-time. The
emergence of new sophisticated attacks, in the form of Advanced Persistent Threats (APTs) has made this almost impossible, as threats can
stay hidden in the network for weeks, before being discovered.
To combat previously unknown attacks, we designed the Multi-Agent
System for APT Detection (MASFAD), developed as a means of detecting abnormal and malicious activity inside a network, through the
combined analysis of APT characteristics, evidence aggregation and visualization techniques. To augment the cyber operators’ situation awareness, we have laid the groundwork through the development of strong
detection algorithms, but more work needs to be done in the form of
beyond the state-of-the-art visualization techniques.
In this paper we define how the MASFAD network can enhance cyber
situation awareness and propose solution to augment it following the
“Detection through Visualization” paradigm.
Keywords: cyber situation awareness · APT · detection through visualization · visual analytics

1

Introduction

The rapid expansion and integration of the Internet in every aspect of our
lives has caused the cyber threats we encountered of old to evolve alongside
it. With the substantial amount of traffic generated every day, it has become
quite complicated to quickly find and identify possible security breaches in the
form of cyber threats and attacks. New sophisticated attacks have become an
ever-increasing fear for private, government and military information management environments. These attacks can flawlessly mimic normal network flows
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and human behaviour, ultimately causing enormous infrastructural damage. In
this context, a high degree of cyber situation awareness is vital to combat these
emergent threats by aiding the informed decision making when managing one’s
infrastructure [17, 31].
To combat advanced targeted threats, which might stay hidden for a long
period before being discovered, the MASFAD framework [24, 26] was designed
and developed, focusing on behavior and anomaly-based analysis, specifically
targeting detection of APTs. This is aided through the detection and identification of APT characteristics, analysis of the abnormal behavior to get better
understanding on how the attacks work and visualizations to get better insight in
how they were detected and further protect against them. Testing the detection
performance of the current MASFAD prototype has shown its usefulness, but
one major problem persists: how do we visualize the large amount of data that
is generated by the detection engine in such a way that a human analyst can
process it in the most effective and efficient way possible. Therefore, we aim to
propose a powerful, insight-driven visualization tool, named Multi-agent System
Visualization (MASVIS), that facilitates the work of cyber analysts, who quickly
need to distinguish true detections from false alarms.
In this paper we will present in short the MASFAD framework, followed
by our proposal for a visualization module, which can be integrated within the
framework to enhance the cyber situation awareness.

2

Cyber Situation Awareness

A lot of effort has been dedicated in the last years on defining specifically what
cyber situation awareness is and how it can improve the efforts of cyber defense specialists to secure their networks. The unanimously accepted definition
of situation awareness (SA) was defined by Endsley, in particular in dynamic
environments [9]:
”Situation awareness is the perception of elements in the environment
within a volume of time and space, the comprehension of their meaning,
and the projection of their status in the near future.”
The model established by Endsley is widely used in the psychology domain to
define how humans can make sense of their surroundings and perceive complex
situations. This is highly applicable to the cyber domain, as the never-ending
flow of generated data and information creates a highly complex and stressful environment, where domain analysts must keep a constant eye on different sensors
to be able to detect suspicious activity. The three essential components of SA,
as shown in Fig. 1, are there to define how well a domain analyst can recognise
an attack and react to it:
– Perception - this involves the capability of humans to monitor, detect cues
and basic recognition. This is important in the domain of cyber defense,
as domain analysts need to constantly be on guard, surveying the different
network elements (events, people, systems, etc.) and their current states.
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– Comprehension - after the initial stage of perception, it is vital to be
able to interpret the perceived information, recognise possible patterns and
evaluate it. This gives the domain analyst a better understanding of the
meaning of the observed information, how the different elements are linked
together and how it relates to the security of the network.
– Projection - as the data is gathered and better understood, a clear model
of the evolution of the situation can be constructed to better understand its
possible future impact.

Fig. 1. Cyber situation awareness diagram

The theory behind SA is clear and straightforward, but in reality it is quite
difficult to put it into practise. In regards to the cyber defense domain, analysts
can quickly become overwhelmed by the significant amounts of alerts and events
produced by detection assets in the network, as well as by the systems and
applications producing logs and audit trails. For ages, humans have used visual
aids to better understand complex situations and this is highly applicable for
the cyber domain as well. Through the use of visual representation of the data,
a domain analyst can perceive important information and suspicious events at
a greater rate, interpret the significance of the findings through possible pattern
recognition, and estimate the impact they might have on the system [19].

3

Visual Analytics and Detection Through Visualization

To better process the large quantities of data we can collect, a new way of
analyzing it and displaying it in a clear and concise way is needed. There are
clear challenges in how the data should be stored and presented for analysis [15,
3]. Through the use of Visual Analytics [30, 4] we can combine the strengths of a
human analyst with the speed of the electronic data processing. This leads to the
idea of “detection through visualization” [11], which has become a focal point
of many new research. Until now, a major part of intrusion detection happens
through the analysis of security logs, which are often in text form. Studies have
been done [20, 34] on the applicability of currently used techniques for data
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Fig. 2. Representation of the Visual Analytics loop

visualization. What has been concluded is that often the tools available will
show only a time-slice of data or only a certain amount of logs, which leads to
potentially vital information being overlooked. Tools such as SnortView [16] and
ELVIS [14] are very powerful, but sometimes limited in what they can present
to the analyst. It is also important to note that these tools are separate from
the Intrusion Detection Systems (IDS) solution and bring extra overhead.
In general, the typical application of Visual Analytics follow closely Endsley’s
model described in Sect. 2. As shown in Fig. 2, the domain analyst needs to
first use the available tools to analyse the data and retrieve that, which might
be of importance. The retrieved data is then represented using information visualization techniques, typically done through the use of visual structures such as
line charts, bar charts, graphs, geo-spatial representations etc. The visual analyst can gain valuable insight through the interaction with these representations,
aiding in the detection and recognition of important patterns and evaluation of
the data. Afterwards it is up to the analyst if a clear conclusion can be drawn
from the analysis or more in-depth look is needed. This human-machine interaction, through the use of visualization, is the major cornerstone of the ”Detection
through Visualization”.

4

The Multi-Agent System for APT Detection

Currently, domain analysts must evolve with the current threat landscape. With
new emergent threats, in the form of Advanced Persistent Threats, private and
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government institutions are not safe against previously unknown attacks, the
cyber situation awareness needs to evolve too. This key factor can be aided
by the development of new detection tools, which greatly enhance the ability
to recognise anomalous behaviour, recognise APT patterns and evaluate their
impact on the network.
The nature of APTs is that they evolve constantly and through the use of
zero-day vulnerabilities it is difficult to model a system that can defend against
all possible known threats. Most research done in the domain of APT detection usually consists of analysis of case studies [32, 21, 25] of famous APTs, the
description of their main features and offer best practices in combating them
without considering a general framework for APT detection. In recent years,
more importance has been put on designing more general frameworks that don’t
rely on the use of the knowledge-based detection approach, where the system
uses a large amount of previously collected information to form opinions on the
behavior of possibly malicious code in a system. A solution is to analyze the network traffic [28, 7], focusing on specific behavior or intrusion detection events.
There are other techniques such as focusing on feature extraction and normalization [23] or event correlation [12]. The MASFAD framework [24, 26], built upon
the Multi-agent Ranking Framework (MARk), already incorporates a big part
of these proposed techniques. At the lowest level, we offer simple, but strong
tools for detection of specific patterns. Through parameter refinement and easy
extension of the detection capabilities, the framework can also serve as a tool
for other types of detection, such as the detection of Insider threats and Botnet
detection.

Fig. 3. The MARk Framework overview, representation of the flow of data through
the framework
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The framework consists of a wide variety of independent agents, each consisting of a specific analysis algorithm. The agents represent a black box, where
the raw data serves as input and might generate evidence, depending on the
analysis of the data. The evidence will consist of the result of the analysis and
a ”suspiciousness” score, to indicate how likely it is that the analysis discovered
an APT indicator. The structure of the MASFAD framework is shown in Fig. 3.
It consists of multiple modules, which are responsible for the data collection, the
detection agent activation and aggregation. The data generated from the various
agents is combined and aggregated by the aggregation agents, which follow different methodologies to attribute weights to the evidences and agents, selecting
which data and detection algorithm is of higher importance for the detection.
The detector agents are linked together through the Activation Cascade, based
on the concept of a ”detection cascade”, where the agents and aggregation serve
as an initial filter of the data. Finally the aggregation output, in the form of a
ranked list, is presented to the domain expert for analysis.
The APT detection is also hindered by the large quantity of data that is
produced daily in operational networks. Every day Terabytes of data is collected
from system logs, server logs, network IDS logs and other sources. Filtering
through all this information is a costly process and the probability of intrusions
being overlooked is quite high. A clear strategy is needed when considering the
amount of data, how to process it and then visualize it. A good solution for
that is presented by CERN [27], where a clear separation is established between
the Data ingestion, Data processing, Storage and Visualization and Incident
response. This idea is also central for the MASFAD framework, with the extra
benefit that the framework is designed to be data agnostic and easily extendable.
The framework does not have to know what type of data it is analyzing and new
detection agents can be added on the fly to detect specific patterns of behavior.
4.1

Visual Analytics in the MASFAD framework

Most IDS present their findings using a Graphical User Interface for better visualization of the results. This is often accomplished by using powerful aggregation
and visualization tools such as the Elasticsearch-Logstash-Kibana (ELK) stack
[18, 13] or Grafana [1]. All Cyber Security Operations Centers (CSOC) have a
wall of screens available, supervising and visualizing large amounts of different
data and events. For this purpose, it is important that the MASFAD framework
can also provide a clear and concise User Interface, facilitating the work of a
network domain expert to analyze, validate and draw conclusions from the produced evidences. Currently, it is up to the cyber domain analysts to adapt the
visualization tools to best serve their needs, using what is available ”out of the
box”.
The MASFAD framework has the advantage of offering a complete package
of an APT detection solution together with the necessary tools for visualizing
the important data, be that logs, network traffic or context information, and the
evidences produced by the system. Currently the visualization capabilities are
still in development, offering the possibility to review the log data used and the
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Fig. 4. MASFAD visualization- examples of detection cascade, evidence ranking list,
representations of evidences created, specific evidence analysis such as Frequency analysis and Geo Location

evidences produced. As per Fig. 4, we can see that the MASFAD framework offers
multiple different views and specific visualizations, which the domain expert can
use. The user is able to review the Activation Cascade- what data sources are
feeding the detection agents, how the agents are triggered and linked together
and what evidences they produce. Each agent produces a ranked list consisting
of a pairing of client-server tuples and the score assigned to them after analysis.
There are multiple different ways to visualize this ranked list, be that in text
form or in a dynamically generated graphical representation. Alongside that,
each agent will generate figures, specifically showing the results of the analysisbe that Frequency or Geographic location analysis.
This is beneficial when the interface wants to draw attention to very specific
evidences produced, but there is one key question that needs to be answeredhow can we design an interface to move away from showing individual ”sus-
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picious” occurrences and instead interconnect the different activity for better
pattern and behavior recognition? Currently the aggregation agents are responsible for interpreting the evidences produced by different agents and finding a
correlation between those to produce a possible ”suspiciousness” score. But ultimately, humans are way more capable of detecting correlation and patterns,
a trait which has helped humanity survive and thrive since the beginning of
time. This brings us to the ”Human Factors” as described by Dr. Varga in [31],
designing a user interface is very tightly linked to the human interaction with
its purpose. After spending time on gathering user requirements and reviewing
design principles and constraints, we came to the following set of objectives the
MASFAD framework needs to attain:
1. Modular user interface - the MASFAD framework needs to offer a certain
level of customization, akin to what Kibana and Grafana offer. The goal is
not to compete with those solutions, as the scope of the MASFAD framework
is smaller and more focused on detecting specifically APT activity.
2. Dynamic display generation - the visualizations need to be dynamic, i.e.
it needs to update in real-time, displaying the most relevant and up-to-date
information at all times. When analysing complex behaviors, it is vital to
have a good overview of changes and evolution inside the network.
3. Tools aiding pattern recognition - As stated before, it is of vital importance to aid the domain analyst to discover and recognise patterns of
importance in the data. To aid this, new type of visualizations are needed,
combining different inputs in a coherent whole and presenting a clear picture
of the current situation in the network.
4. Agent reporting - The amount of data that is generated can be daunting
to analyse and it is quite probable that vital information slips through the
cracks. The interface must allow the analyst to quickly filter through the
generated output, adapt the agents on-the-fly to suit the detection needs
and validate the results. To this end, the agents need to generate a clear
and concise report of their findings and the detection parameters used in the
analysis.
5. Input data validation - There must be a reliable way in place to validate
the data, which enters the system, to ensure its reliability and consistency.
Modular user interface As mentioned previously, the ”Human Factors” is
of vital importance when designing a user interface. Each user has different requirements and priorities about what needs to be displayed and how it should
be represented. For example, a network analyst might be more interested in the
netflow traffic and the times and number of connections established inside the
network, while a forensic specialist will need a good oversight of the process
trees, running on a machine, and which Dynamic Linking Libraries (DLLs) or
Shared Objects (*.so) are being loaded by the processes. This is a major obstacle, when a unified user interface needs to be designed- it is not trivial to cram
all this information in one screen. The solution to this problem is handing the
users the power to customize their experience and deciding which tools are most
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apt for their intended task. Tools such as Kibana and Grafana offer the possibility to choose and match different visualizations, often presenting an interface
with high customization options. This comes with its own problems, as a high
degree of knowledge is often needed to correctly parameterize the different visualizations. The MASFAD framework visualization tool aims to provide the same
capabilities, but reduce the overhead by limiting the scope, as the ultimate goal
of the tool is to detect very specific activity inside the network, most notably
the presence of a persistent APT in the network and its behavior. This will lead
to a more curated list of possible visualizations available to the user, often based
on the different APT characteristics analysed by the detection agents.

Fig. 5. The MASFAD dashboard prototype

An example of the proposed dashboard is shown in Fig. 5, showing some basic visualizations such as- the amount of entries (raw data/evidences), pie chart
of amount of entries per agents and a graphical representation of the evidences
produced per agent using a Bubble graph. Specifically with the Bubble graph,
we see an application of a design choice tailored to how humans perceive information. The use of size, color and positioning, when displaying the evidences,
results in a better understanding of what this information means and directly
draws the eye of the analyst to what is important. This is the principle of exploiting the human visual perception and cognition, best explained by [33]. The
Bubble graph directly shows that the circles, colored in red, by their size and
position are more important to review than the other ones.
Dynamic display generation The amount of data generated each second
is immense; it is simply not feasible to design a static system, as it will very
rapidly be out-of-date and not represent the current state of the network. This
leads to the need for certain mechanisms to dynamically keep the representations
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updated with the new data entering the system. As shown in Fig. 5, the views,
which display the current amount of data and detection agent evidences, need to
be updated at regular intervals, strengthening the ability to observe and evaluate
the behavior of the network.

Fig. 6. Detection agents’ timeline example

Another example of dynamic visualization is shown in Fig. 6. The user can
select a specific time-span of importance and generate a timeline of the amount
of evidences produced by the different agents during that time window. This is
vital, when we want to observe the behavior of the agents and infer from that
possible suspicious activity inside the network. The eye will be directly drawn to
possible spikes in activity, compared to periods of inactivity from the agents. The
graph updates in real-time, offering the possibility to the user to select a specific
agent, directly from the visualization, and review the evidences produced by it.
Such visualizations are not new, but they show the importance of enhancing the
capabilities of a domain analyst to quickly view, detect and analyse abnormal
activity.
Tools aiding pattern recognition The most important aspect of the MASFAD framework is the behavior- and anomaly-detection through pattern recognition. This is a vital part of the analysis implementation, but machines are
fallible and humans have evolved for centuries to sub-consciously be able to
detect complex patterns to be able to survive. This leads to a need for visual
capabilities to enhance the performance of the framework through the humanmachine interface. This can be achieved through the combination of different
outputs in new visualizations, which aid to determine if abnormal behavior is
present within the system and pinpoint the origin of this abnormality. There is
no clear cut way to resolve this problem- as with all things visual, it is highly
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dependent on human cognition and interpretation. Even though it is a daunting challenge, there are solutions present to tackle this problem, transforming
complicated computer data into easily digestible information.

Fig. 7. Geo spatial heat map

Combining outputs from different detection agents and presenting them in a
clear and understandable way is a step forward to helping the domain analyst
to quickly discover possible patterns. An example of that is shown in Fig. 7. By
combining the output of two agents, more specifically the Frequency and Geo
Outlier agents, as previously shown in Fig. 4, we can create a visualization that
shows possible suspicious server locations and the frequency with which clients
inside the network connect to them. On one hand, the Geo Outlier agent will
analyse all connections during a specific time window and create geographic clusters of servers to which clients connect to. Afterwards it will look for anomaliesclusters with a very low number of members and consider them as outliers,
possible indicators of man-in-the-middle attacks or command & control servers.
The Frequency agent will independently analyse the frequency of connections
between a given client and server and determine if there is a specific periodicity
present. The aggregation agent already combine the output of these agents when
determining the overall ”suspisiousness” score of a given connection, but there is
a lack of specific graphical representation of the final results. By creating a heat
map we can use a combination of spatial positioning and colours, intrinsically
familiar to humans.
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Fig. 8. Graph based APT detection visualization

Another example of a simple way to visualize complex data is shown in Fig. 8.
The proposed graph-based detection is described in [6], through the use of knearest neighbours algorithm to construct a graph of HTTP traffic. As modern
APTs have learned to hide their activity, obfuscated by regular user traffic, it is
more difficult to discern which connections are normal and which are malicious.
Through the use of graphs we can reconstruct HTTP traffic in the form of
interconnected trees- each edge connected to the subsequent requests from a
web page to load its appropriate resources (HTML, images, scripts, etc). The
APTs hidden within them will stand out as they will have very weak connection
to multiple different HTTP requests and this becomes blatantly obvious through
the use of the graph visualization. The graph can be dynamically reconstructed
each time the analyst would like to adapt the parameters or focus on specific
parts of the logs, offering great customization and flexibility.
Agent reporting Producing a ”suspiciousness” score for the various connections established between clients and server is great, when a domain analyst is
looking for a quick result to a query. But a more in-depth way of reporting and
explaining the score produced is also required. Currently each detection agent
produces an analysis report, available through the user interface, consisting of
multiple items:
–
–
–
–
–
–
–

The Client and the Server, between which the connection was established
Score produced by the agent
The timestamp associated with the generated report
Short description and the various parameters used by the analysis
Any figures generated by the agent
The parameters used to trigger the agent
The data queried by the agent for analysis
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– A graphical representation of the history of the agent for this specific connection
– Any references to other detection agents
The reporting is detailed and can easily be accessed by, for example, selecting a specific connection in the Bubble graph in Fig. 5, or accessing the textual
representation of the ranking generated by the different agents. We propose a
further evolution of the generated report by organising it in easily digestible
chunks and further enhancing it with outside information, such as the MITRE
ATT&CK [2] framework. The MITRE ATT&CK framework is a large source
of information on various APT attacks and their methodologies. This ties directly into the projection phase of the cyber situation awareness model- through
the collection, interpretation and evaluation of information from inside the network, we can better construct threat models and design better protection. By
cross-referencing the MASFAD framework findings with the MITRE ATT&CK
framework and displaying a comprehensive overview of any relevant information, we can enhance the ability of the domain expert to correctly decide future
courses of action.
Input data validation Last but not least, there must be a mechanism in
place to ensure that the data retrieved from the network is valid and has not
been tampered with. Advanced APTs may try to hide their activity by directly
changing the data written to log files, network traffic packets or computer hard
disks. Validating the data is a daunting task and doing this in a way in which we
can present the findings of the validation through a graphical user interface is
even more complex. At the moment this requirement remains an open question,
as first the algorithmic side of the problem needs to be resolved, which is no
small task. Once an appropriate solution is found to correctly validate the raw
data, we can focus on visualizing the results of the validation and incorporating
the knowledge and expertise of the cyber analyst. This can be quite beneficial,
as mentioned above, erroneous data may signify tampering by malicious code,
which is a certain indicator of abnormal behavior.

5

Evaluation of Cyber Situation Awareness

After the design and implementation phases, it is important to evaluate the
usability of the visualization tool as a means to enhance the cyber situation
awareness of a cyber analyst. There are different ways of achieving that, the two
most widely used being the Situation Awareness Global Assessment Technique
(SAGAT) [8] and the Situation Awareness Rating Technique (SART) [29]. Each
of these approaches comes with their advantages and disadvantages, offering a
completely different approach to evaluating the level of SA. The SAGAT method
uses objective scoring by freezing the simulation and presenting the operator with
a query, evaluating different aspects of the SA. This can lead to certain problems,
such as reliance on memory and difficulties in implementing the evaluation as
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the freezes have to happen randomly and be tailored to the specific field of
SA. Contrary to that, SART uses a subjective evaluation of the operator’s SA,
defining a general list of questions to be administered after or during the use of
the visualization tool. SART is easier to implement, but a major disadvantage
comes with its user centric evaluation, where the operator may have difficulty
rating their own situation awareness and confounding how well they are doing
and their actual level of SA. The two methodologies have been compared by
Endlsey in [10]. The conclusion is that in general SAGAT performs overall better
than SART, as the latter technique shows high correlation with the personal
opinion of the user’s performance.
In regards to evaluating the MASVIS tool, we opt for the SAGAT approach.
It has been shown that this technique is highly appropriate for application in the
cyber security domain [22]. The goal will be to prepare a predetermined dataset,
mixing real world data with injected APTs and setting up a simulated environment, which closely mimics a real world infrastructure. This can be achieved
through the use of our own cyber range [5]. The participants in this evaluation
will be provided with a description of the evaluation environment, such as the
topology of the network and the different data sources used for log collection. At
random intervals the exercise can be interrupted and a questionnaire will be presented to the participants, asking them a wide variety of questions to establish
their level of SA in regards to the three different levels- Perception, Comprehension and Projection. Each query will be in the form of a simple yes-no answer,
evaluating the capabilities of the participants to correctly identify suspicious activity using the MASVIS tool, evaluate the comprehension and possible future
impact of the discovered malicious activity on the network. After the exercise,
the questionnaires will be evaluated and an individual score per participant will
be attributed to the visualization tool. We expect that by using this technique
we can achieve an objective evaluation of MASVIS, which can help us determine
its usability and help us ameliorate it in future iterations.

6

Conclusion

Throughout this paper we discussed the difficulties inherent to designing a visual
solution for the detection of APT attacks. Currently the MASFAD framework
offers a high detection performance of such attacks, but lacks the visualization
capabilities to enhance the human-machine interaction. We have determined
that focusing on the human element and understanding the process by which an
analyst can better explore, identify and detect possible abnormal activity needs
to be a central point in designing a better user interface. Starting from there,
we establish the needed requirements for a powerful Visual Analytics tool and
how these requirements can be met.
By defining clearly the expectations and requirements of the user, we can
design an interface which can aid in the process of enhancing cyber situation
awareness by aiding the analyst to more efficiently traverse the different steps
of the analysis loop. We propose different solution for each of the requirements,
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ranging from higher modularity and flexibility of what is displayed, the dynamic
nature of the visualizations, complex representations to aid in pattern recognition
to better reporting through the integration of an open-source knowledge base,
such as the MITRE ATT&CK framework. Currently there is a lack of specific
tools to detect previously undiscovered or highly complex advanced attacks, we
are certain our solution will perform as well as currently available tools and take
the detection one step further through the incorporation of Visual Analytics
techniques.
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