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Abstract. Technology advances at a rapid pace; new components are
being developed, offering opportunities to create even more intricate net-
works of devices, interconnected on both local and global scale, offering
ever faster processing while generating vast amounts of data. Techno-
logical advancements facilitate improvements for individuals’ daily lives,
our work environment, societal enhancements, military defense capabili-
ties, etc. Unfortunately, when an issue manifests in these new networks,
it is often difficult to immediately identify the origin and apply an ap-
propriate solution in a timely fashion. The infrastructure built to sustain
our society’s needs has become complicated and interconnected, evolving
into a complex system rather than a complicated one. Complex systems
are difficult to manage without an in-depth knowledge of the underlying
components and their interactions - where the whole is greater than the
sum of its parts. To aid in this task, new ways to visualize such a system
of systems need to be developed to represent them accordingly and en-
able its operators to identify problems and apply actionable solutions. In
this paper, we offer a detailed explanation on what complex systems are,
the difficulty of maintaining actionable situational awareness and under-
standing, and how Visual Analytics and Data Visualization can help in
resolving some of these issues. Examples of visual representations will be
discussed, together with techniques used for their evaluations in terms of
their usefulness and usability. Finally, a brief overview of possible future
advancements that can support better understanding and management
of complex systems will be discussed.
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1 Introduction

Today’s society is overwhelmingly dependent on information technology, com-
posed of systems that range from tools that support daily activities of humans
to devices that enable the functioning of critical infrastructure, governments
and industry. This dependency exhibits not only the ubiquitous use of tech-
nology but also its deep-rooted integration into practically all aspects of life.
Indeed, our daily lives are governed by many different systems, be that the bi-
ological environment, our community of humans or work organization, such as
social interaction (email, social media), business communication (video confer-
encing), e-commerce (digital retail), financial services (online banking), critical
infrastructure (energy grid, transportation network), public services (tax filing),
healthcare (digital health records, telemedicine), etc. We benefit tremendously
from these systems, but we also face challenges that require careful management
to maintain a continuously stable and safe environment.

These systems are often difficult to comprehend, consisting of a structure
composed of any number of autonomous parts, which interact constantly with
each other and produce unexpected or unpredictable results. This inherent com-
plexity can lead to mismanagement, sometimes producing catastrophic mistakes.
There are three types of systems, namely simple, complicated and complex sys-
tems [1], with this paper we will focus on complicated and complex systems.
Often issues arise when a system, which exhibits all characteristics of a Complex
System is treated as though it is a Complicated one, or vice versa. A clear picture
of a complicated system can be gleaned- each piece of hardware is attributed a
specific role, from the hard disk which stores data, the different cables transport-
ing electricity, to the motherboard functioning as the backbone of the machine,
aiding the communication between the different components. However, applying
the same methodology to the understanding of a complex system such as the
Internet falls quickly short. We can separate the obvious distinct components,
such as the computers, routers and humans, but their interaction is far more
nebulous. The social aspect of communication between users, the vastly differ-
ent types of data and even the geographical aspect have a significant influence
on the system and there is no one correct way of representing these factors to
better comprehend them.

As the whole information technology domain can be equated to a complex
system, much effort has been spent on understanding and representing how dif-
ferent network components interact to improve the ability to monitor and detect
anomalous or malicious behaviors amongst their interactions. To combat the ever
present and increasing threat of cyber attacks, prediction and detection method-
ologies need to keep up with the advancements of adversaries’ capabilities: it is
an ever evolving arms race between defenders and attackers.
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An example of counter measures against cyber attacks is the usage of tech-
nologies such as Intrusion Detection Systems (IDS), Honeypots or Behavior-
based analysis. Usually information from those and other sensors is gathered
in a Security Information and Event Management (SIEM) system for analysis.
The large quantities of data generated daily into a SIEM are often impossible to
actionably comprehend without the use of visualization techniques to transform
these inherently non-visual high dimensional data into an intuitive visual form,
providing effective means to explore, analyze and process its meaning. The clear
and appropriate visual representation of the information can aid analysts and
enhance their Cyber Situation Awareness (CSA).

This paper first presents an in-depth description and explanation of complex
systems in section 2. The application of CSA to complex systems will be dis-
cussed in section 3. Following that, the Visual Analytics techniques applied for
the enhancement of the various stages of CSA will be presented in section 4.
Finally, we will discuss what are the methodologies and techniques used for the
evaluation of such specialized visualizations in section 5.

2 Complex Systems

In order to manage a system it is important to establish the differences between
a complicated and a complex one, as the approaches applied to manage them
are radically different. Complicated systems are deterministic. Their formal and
functional structure, i.e. their units and relationships, can in principle be fully
analyzed - even if only with certain expertise. Based on the knowledge of the
complete structure and functioning of the systems, their behavior can be fully
predicted and regulated or optimized accordingly. This applies, for example,
to a database management system with many different functions and features,
consisting of many interacting modules with well-defined interfaces.

In contrast, complex systems are non-deterministic. They have an open func-
tional structure, i.e. they interact with other subsystems in their environment,
which in turn interact with subsystems in their corresponding environment. This
results in a network of feedback loops that lead to highly dynamic, non-linear
behavior and the emergence of new system properties or functions that cannot
be understood if entities are analyzed in isolation, i.e. the whole is more than the
sum of its parts. Furthermore, the formal and functional structure can change
on its own due to changes within and outside the system (self-organization).
Due to this dynamic, open and highly interdependent nature, the structure of
complex systems cannot be fully analyzed and therefore the behavior cannot
be fully predicted. This makes the management of complex systems much more
difficult and requires a shift from reductionist to systems thinking [2] and the
application of management and problem-solving methods based on this [3]. The
internet is an example of a complex system. It is composed of innumerable
individual networks, devices, and protocols interacting in ways that can pro-
duce unpredictable outcomes, such as network traffic patterns, or the spread of
misinformation. Furthermore, any cyber security system that involves substan-
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tial human interaction becomes inherently complex. Human behavior introduces
variability and unpredictability, such as when responding to alerts, or unknow-
ingly creating vulnerabilities.

Often in the cyber domain, complicated and complex systems interact in
manners that are integral to the functionality and security of the modern digi-
tal infrastructures. These interactions can have deep implications and effects on
the resilience, performance as well as vulnerability of the systems. Complicated
systems such as databases, networking hardware, and software applications are
designed to perform specific tasks with a high degree of predictability and re-
liability. These systems often are the infrastructure and backbone upon which
complex systems such as the Internet operate. Therefore, the performance and
behavior of complex systems is influenced by the functioning of the individual
complicated systems / components. For example, the overall performance of the
Internet relies on the correct functioning of various routers, servers, and proto-
cols, where each is a complicated system. Interactions between complicated and
complex systems often create feedback loops where the outcome / behavior of
one influences the input / behavior of others. A vulnerability in a software appli-
cation (a complicated system) can lead to extensive security breaches or failures
in the network (a complex system), which in turn requires changes or updates
in the software (feedback loops). As more complicated systems are added within
complex systems, new behaviors or properties (emergence) may emerge that
were not predictable by analyzing the behavior of the individual components
in isolation. This is particularly relevant in cyber systems when incorporating
more devices and connections can result in unexpected network dynamics or in-
troduction of new vulnerabilities. In a complex cyber environment, resilience in
operation is often governed by how well the complicated systems can recover from
failures / compromise and remain in operation under adverse conditions. The
interactions between these systems, such as redundancy protocols (complicated
systems) within network architecture (complex systems), is vital in maintaining
service continuity. To monitor and manage these interactions, a holistic approach
that takes into account both the complicated systems (micro-level details) and
the dynamics of the complex systems (macro-level) is vital [2][3].

3 Cyber Situation Awareness

Cyber Situation Awareness (CSA) is concerned with the perception and under-
standing of the stability and safety status within a cyber environment, together
with the ability to predict, detect, and timely investigate events and respond to
identified incidents. Such an approach is derived from Situation Awareness best
practices employed in other domains, such as military operations and aviation,
where it is vital to maintain awareness and understanding of an environment in
support of timely and efficient decision making.

In the context of this paper, we use the umbrella term “Cyber” in reference
to two general domains:
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– Information Technologies: general procedures, methods and tools related
to data processing and handling in an environment.

– Cyber Security: procedures, methods and tools that are used to defend
electronic systems and its components against threats. An example of such a
method is identifying the techniques, tactics and practises that are used by
(potential) adversaries to identify suitable methods to counteract adversarial
actors, while examples of tools would be software components tuned to detect
anomalous behavior in protected networks and mitigate identified threats.

As the Information Technology domain is broader, we focus on the application
of SA on the Cyber Security domain. We further narrow our focus on the spe-
cific need for detection, identification and response of anomalous and suspicious
behavior in the cyber environment by cyber security experts.

The CSA is governed by three distinct phases [7], as shown in Fig. 1, each
playing a significant role in supporting the appropriate management and threat
mitigation.

Fig. 1. Situation Awareness as defined by [7]

– Perception of elements in the environment : This phase refers to the
capability of humans to monitor, detect cues in the environment and basic
recognition. These capabilities are vital in the cyber domain for the surveying
of the different network elements (events, people, systems, etc.) and their
current state. Displays such as dashboards, network graphs and heatmaps
can be used to represent data in relation to network traffic, user activities,
and alerts.

– Comprehension of the current situation : Following the initial percep-
tion phase, the observed information needs to be interpreted and possible
patterns recognized and analyzed. This step will lead to better understanding
of the meaning of the observed information, how the elements are interlinked
and how it relates to the state and security of the network. In essence, this
phase translates raw data into a contextual form that can support informed
decision making. Interactive exploration and analysis are required so that
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users can interact with data, e.g. zooming, panning, drilling down, or filter-
ing information of interest to explore, analyze and understand the data to
gain understanding and insight into events[25].

– Projection of future status : By correctly understanding the data and the
observed patterns and behavior, a clear model of the evolution of the system
can be constructed, future impacts can be assessed and mitigation techniques
can be put in place. The projection phase thus encompasses predicting fu-
ture states of the cyber environment based on the information gathered and
comprehended in the previous two stages. Visualization tools can incorpo-
rate predictive analytics to exploit historical data / past events to predict
potential future threats - graphs and trend lines depicting previous attack
patterns to support prediction of what might/could happen.

Indeed, effective CSA is essential to support informed decision making in
maintaining the stability and safeguarding the functioning of systems and net-
works. It relies on advanced tools and technologies such as intrusion detection
systems, SIEM systems, and threat intelligence platforms to gather, analyze, and
interpret data. The aim is thus to maintain a high level of awareness that facil-
itates proactive responses to cyber threats, mitigating damage and reinforcing
overall security.

4 Visual Analytics and Visualization

Visual Analytics and visualization techniques can aid in the different states of
CSA. Without extensive knowledge about the system that needs to be defended,
it can be difficult for a network defender to determine which components of the
environment the defender should focus their attention on. This stems from the
position the analyst is in, i.e.- they are passive observers of the events in the
system, using only the information gathered by the different sensors.

Data visualization and visual analytics can have a vital role in enhancing
CSA by providing users with intuitive and interactive techniques with systems
to perceive, understand, and react to complex cyber datasets to analyze events
and investigate incidents [6]. These tools can help users and decision-makers to
interpret vast amounts of different types of data and identify potential security
threats and anomalies in a timely manner.

4.1 Human vs System centric approach

To better understand the information gathered about the system, there are dif-
ferent approaches to human machine interface design which can be developed
and applied to address the different operational and users’ needs, for example:

– human centred design (HCD) approaches, and
– system based approaches, such as the Ecological Interface Design (EID)[26].
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These two approaches provide SA in a different manner. HCD approach fo-
cuses on the users’ and their tasks’ needs, the users’ skills, work environment and
limitations, as well as their mental models [12][13]. It is particularly suitable for
real-time dynamic and complex socio-technical systems [12]. The EID approach
focuses on the system [13] with the objective to show the complex relationships
in the system to the users in a readily informative and intuitive manner.

Fig. 2. Example of a Human Centric Design through a multi-visualization dashboard

The first step is defining who is the intended audience of the representa-
tion, and the objectives and tasks, which will govern the decision on human or
a system centric approach [5]. The human centric approach takes into account
the knowledge and expertise of the user, their work environment, their tasks,
available data sources as well as their mental model and appropriate visualiza-
tion approaches, designing a representation which the operators can apply their
knowledge in the analysis of the system. This means that the visualization needs
to be highly customizable to suit the needs of the operator to conduct their
tasks and offer different ways to represent the data, be that using bar, line or pie
charts or more sophisticated visualizations such as Sankey. To enhance the oper-
ator’s CSA, it is of great importance that they can compare, filter, correlate and
dive deeper into the data [15]. To enable a fully interactive visual analysis using
the human centric design approach, one must follow the taxonomy of interactive
dynamics for visual analysis [4], Fig. 2 shows an example human centric dash-
board. The user-centric visualization approach provides an effective means of
analyzing, detecting, discovering and identifying patterns, anomalies, violations
and threats; as well as correlating events. The resulting intuitive visualizations
are suitable for the provision of detailed information on the performance of net-
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work components, using indicators such as their IP addresses, port numbers,
protocols, packages, CPU load, disk and memory usages, etc.

Ecological Interface Design (EID) is an approach based on the idea that by
understanding how a system works, users can diagnose problems and manage
a system more effectively. The objective of EID is to exploit the knowledge
of the system to develop interfaces that support the natural human ability to
understand complex systems. It is particularly suitable in domains where the
systems are complex and dynamic, such as nuclear power control and cyber
situation awareness [14].

EID manages complexity by creating interfaces that reveal the underlying
structure of the system to the users. It facilitates a deeper understanding of
how different components of the system interact and how they contribute to the
overall functioning of the system. In EID, the visualization covers both the op-
erational states and the constraints that govern system behavior. EID supports
three different types of behaviour, namely Skills (routine actions), Rules (act on
pre-defined rules), and Knowledge-based (deeper understanding for more com-
plex or new situations). By designing interfaces that cover the three levels, EID
supports operators to perform their tasks effectively across routine and unusual
scenarios.

Fig. 3. Example of a System Based Approach depicting a logical network topology

Fig. 3 depicts a logical network topology, the functionalities of the network,
showing the relationships and dependencies between servers, firewalls etc. It
provides a visualization that guides the users to understand the functioning of
the network. Once users are familiar with the patterns of the ‘normal situation’,
they can readily detect any changes from the normal patterns. Thus, in the EID
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concept, analysts can easily see the operational aspects of the network, i.e. the
big picture. In this approach users can derive great insight into how the system
works; but it lacks the capabilities in providing information about the reason of
the issue or the events that might have led to it [16].

The two approaches complement each other in providing awareness and in-
formation of different aspects of the network situation. Thus, integrating the
HCD and EID approaches can produce a CSA interface that addresses the user
needs for detailed analysis as well as providing users with information on the
functionality of the system, thus exploiting the benefits of both approaches.

4.2 Levels of visualization

The desired focus on a specific level of information will guide the approach
used for the representation of the data. This can vary from a very low level, or
in other words “bottom-up”, to a very high level, “top-down” view. Each level
has its own advantages and issues that must be considered when developing
a visual representation. On the lower level, the important information is the
flow of data through the network, such as Netflow or PCAPs (Packet Capture).
Here, the analyst can gain insight into specific events, their origin and their
effect on specific machines. This is vital for the identification of specific patterns
that might be of interest for current and future analysis. The problem with
the “bottom-up” representation, is that while focusing on a specific low level of
information, the operator may lose sight of the system as a whole and how one
event may cause a change in behavior of, and impact various parts of the system,
thus affecting the functioning of the whole system.

The “top-down” representation of information provides the user with a clear
overview of the system, the flow of information and possible issues that may
arise in various elements of the network. Such visualizations are great for speedy
identification of points of failure, which can quickly be remedied for the contin-
uous functioning of the system. Because of the high level nature of the overview
of the system, it is also easier to discern emergent behavior in the interactions
between the different elements in the system and possibly adapt to the dynamic
change. As with the system centric approach, an issue that arises is that it is
difficult to infer what are the causes of the change in behavior and even worse,
what are the specific effects on the specific elements of the system.

5 Evaluation of cyber visualizations

The dynamic nature of complex systems does not easily lend itself to one specific
visualization. Indeed, much work has been done in designing and implementing
various visualization tools to aid users in better identifying and understanding
their environment more readily. A systematic literature review of CSA visualiza-
tions [8] showcases different approaches for the enhancement of the CSA level of
operators. One issue that arises is the difficulty in evaluating the usefulness and
usability of the various visualizations and how they apply to specific situations.



10 G. Nikolov et al.

Furthermore, it is also necessary to evaluate the level of CSA of the operator
and analyze how it might vary depending on the visualization used.

5.1 Evaluation of Cyber Situation Awareness visualizations

Fig. 4. Characteristics used for the evaluation of the design and implementation of
visualizations

Evaluating CSA visualization involves assessing how intuitively and effec-
tively the visual tools and interfaces facilitate the users to perceive, compre-
hend, and project information in a cyber environment. Evaluation is vital to
ensure that the visualizations do indeed help to enhance the decision-making
capabilities of those monitoring and responding to cyber threats. We propose a
selection of some of the elements and methodologies that can be considered in
evaluating cyber visualizations in Fig. 4. As presented, the characteristics can be
broadly separated into two groups - elements pertaining to the user experience
and those defining the visualization tool used. There are various ways of eval-
uating the aforementioned characteristics, usually linked to the use of diverse
methods aimed at a formal assessment of a visualization design [11].

The user specific characteristics encompass how the operator interacts with
the visualization tools and how the experience of the user is enhanced by them.
To accomplish that, the visualizations need to be able to decrease the cognitive
load of the user by presenting information in an easily comprehensible manner
and lower the response time, leading to quick and appropriate reactions to what
is shown on the screen. A well designed tool will lead to higher user satisfac-
tion and confidence about their understanding of the cyber situation to make
informed decisions. Furthermore, a higher confidence and satisfaction will result
in a quicker operational acceptance of the tool and shorter adoption time, de-
pending on the learning mechanism applied. The user will more quickly adopt
the visualization if it offers high usability regarding the intuitiveness of use, the
degree of interactivity during data exploration and the level of customization
available. Furthermore, the tool can be evaluated on the degree of accuracy it
exhibits when displaying information, the ability of the visualization to update
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in real-time or near real-time to show the current status, and if it is able to
provide information that is of use and relevance to the users to make informed
decisions. On the technical side, it is important to also evaluate the scalability
of the visualization tools and how easy it is to be deployed and configured for
operational use as well as affordability.

5.2 Evaluation of the operator’s CSA level

Alongside the evaluation of the characteristics dealing with the human-machine
interaction, there is also a need for the assessment of the user’s CSA level.
Techniques such as: cognitive walkthroughs, heuristic evaluation, scenario based
assessment [17], Key performance indicators (KPIs) [18], Controlled user exper-
iments, analytics based evaluation and ecological validity offer a way to gain
insight into the cognitive process of the users, but to specifically focus on the
SA, we need to look into evaluation techniques introduced in the military domain
to evaluate the SA level of soldiers in regards to specific scenarios. As discussed
in [20], translating these evaluation methodologies to the cyber domain requires
several adjustments and multiple key factors need to be considered.

Preparing the evaluation environment A choice needs to be made between
implementing the evaluation environment in physical or simulated form. In the
former case the required hardware needs to be configured and interconnected to
represent a network resembling closely the real environment in which the users
operate. This requires a large investment in equipment, space and time. The lat-
ter option relies on the use of simulation tools, such as a cyber range, to simulate
the network and all machines within it. Choosing for a simulated environment
alleviates the need for dedicated hardware, but the time dedicated for the de-
ployment and configuration of the environment remains the same. Furthermore,
the evaluation environment must be tailored to the type of scenarios we wish to
run and the objectives of our evaluation.

Selection of evaluation methodology To correctly evaluate the CSA level
of a user, an evaluation methodology needs to be applied to correctly estimate
the degree of proficiency the user exhibits during the three distinct phases of
SA. There are various methodologies that can be applied for this, each present-
ing their own benefits and drawbacks. Techniques such as Situation Awareness
Global Assessment Technique (SAGAT) [9], Situation Awareness Rating Tech-
nique (SART) [9] and Situation Present Assessment Technique (SPAM) [10] have
vastly different approaches to how the operator is questioned on their experi-
ence with the visual tools provided. SAGAT measures an operator’s situational
awareness by freezing the task environment at random intervals whereupon the
operator is asked questions about the current situation, the answers to which
are compared to the actual state of the environment. SART is a subjective
self-assessment tool where, upon completion of a task, operators rate their own
situational awareness, the level of SA is inferred by the ratings. SPAM, on the
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other hand, assesses situational awareness while the task is ongoing by measur-
ing how accurately and quickly operators can answer specific questions about
the environment. Table 1 provides a summary of the three techniques. A com-
prehensive theoretical comparison of the various available techniques has been
proposed in [19] [20], followed by studies proposing a practical application of the
evaluation methodologies [20].

Table 1. Summary of SAGAT, SART and SPAM

Tailoring the scenario to the participants A major factor that needs to
be accounted for is the position of the user- in the physical domain users are
active participants, using a combination of their own senses and varying tools.
Contrary to that, users are passive actors in the cyber domain relying on sensors
positioned in various places in the network. There needs to be a high degree of
confidence in the data gathered and equally high degree of reliability, because
if the sensors fail, the user is practically blind to the events in the system.
More often than not, it is better to focus on a specific low level of analysis, a
specific dataset or subsystem. This is achieved by presenting an operator, who
has intimate knowledge of the network and system with the visualization to be
evaluated, focusing on specific aspects that are well known and easily defined.
Through an iterative process, the evaluation can then be scaled up to expand
further and go to successively higher levels for a more general evaluation and
estimate of the capability to detect emergent behavior in the complex system.

Evaluation of the results Crafting appropriate scenarios, selecting an eval-
uation methodology and preparing the corresponding questionnaires is vital for
the correct completion of the evaluation. On the other hand, to have a valid
estimation of the operator’s CSA level, it is paramount to correctly evaluate
the gathered results. To accomplish that, a valid scoring needs to be applied to
the various questions prepared for the evaluation, calculate the CSA score per
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phase and finally determine if the attributed score reflects correctly the user’s
CSA, in regards to their knowledge and experience. This can greatly aid in ascer-
taining the operator’s competence, but also the benefits / drawbacks a specific
visualization tool has in regards to the CSA level.

Solutions developed with human and system centric approaches will all in-
volve human interactions. Thus, it is important to also include an assessment
of their usability in the evaluation process. For over 25 years [21], the System
Usability Scale (SUS) [22] has been a widely used and recognized methodology
[23] for evaluating the usability of interactive systems. The SUS has been widely
adopted as a tool that allows to quickly and easily collect a user’s subjective rat-
ing of a product’s usability. Empirical analysis [24] showed that the SUS is indeed
a highly robust and versatile tool for usability professionals. This questionnaire-
based tool measures the perceived usability with ten statements that the user
rates with a five-point Likert scale about their experience. Although limited to
the usability aspect, the resulting standardized score allows comparison between
the different approaches.

6 Future Work

The dynamic nature of complex systems has opened the door to new domains
of research in the field of Visual Analytics. Designing visualizations to represent
the intricate nature of complex systems is a difficult task. As presented earlier
in Section 4.1, there are two major approaches for the visual representation of
such systems. Our belief is that through the combination of the two, a more
holistic approach can be achieved to visualize all relevant information, without
overlooking any parts of the system. The integration of both the user and system
centric approaches will benefit both types of visualizations, complimenting the
aspects where each presents deficiencies. To achieve that, specific capabilities
need to be present to transition between the micro- and macro-levels seamlessly,
offering the capability to not only investigate the root cause in the system, but
also the impact those can have globally. Furthermore, such visualizations can
greatly help quickly identify emergent behaviors, whether they are benign or
malicious, and estimate their short and long term effects.

To correctly evaluate the benefit of combining the two approaches, rigorous
testing needs to be performed not only on the design choices made for the vi-
sualization, but also the benefit they bring in enhancing the CSA level of the
operator. To do so, we propose the use of specialized scenarios in a controlled
environment, simulating various types of attacks / malfunctions in the network,
positioning the origin outside and inside the system. The evaluation can be split
in two parts, first evaluating the user experience and the tool capabilities, and
second preparing a questionnaire to evaluate the three stages of CSA, as de-
scribed in Section 5. In both cases a choice needs to be made between the use
of questionnaires filled in by the operator and the use of expert opinion. Indeed,
relying on the subjective opinion of the users can be beneficial for the evaluation
of the user experience, but does not produce reliable results for the evaluation



14 G. Nikolov et al.

of the CSA level. A better approach for the assessment of CSA is to use an
objective methodology such as SAGAT [9] in combination with user feedback
on the usefulness and usability of the visualization tool. By combining the two
evaluation methods, a better overview of the advantages and disadvantages of a
given visualization can be highlighted and any shortcomings can be amended.

7 Conclusion

The rapid growth of the cyber environment provides possibilities for the devel-
opment and application of new visualization techniques for management and
defense against ever present threats. The inherent complexity of the cyber do-
main and its effect on the Situation Awareness of the people working within it
can not easily be resolved. Designing visualizations with the user in mind can
help take advantage of their knowledge and aid in the identification of the cause
of specific issues, but lacks the capabilities to determine the impact on the sys-
tem. Contrary to that, designing visualizations with the system based approach,
the impact on the system can be observed, managed and mitigated, but deeper
understanding of the root issues is lacking. This paper proposes that combining
the two approaches can greatly benefiting the operators to apply their expertise
and better detect, understand and determine future implications of emergent
behaviors and patterns within the network.
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