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cybersecurity certification testing. Cyber ranges also offer the
possibility to evaluate new technologies or updates to existing
technologies prior to operational deployment.

An important challenge for most cyber ranges currently in
the market is their limited capabilities and capacities [1] to
simulate the complex realities and dependencies in inter-sector
scenarios. While sector-specific cyber ranges are emerging [2],
[3], it is still extremely complex to simulate effective inter-
sector scenarios; a cyber range may be well equipped in one
sector, but it may lack capabilities in other sectors. More-
over, large-scale cyber defence exercises have revealed that
simulating complex environments with hundreds or thousands
of virtual machines cannot be realistically achieved by using
only one cyber range. Besides, a multi-domain cyber range is
not easily sustained by a single organisation since it is cost-
prohibitive to own and manage all the required cyber ranges,
and also difficult to have the expertise to perform research and
development on these heterogeneous ranges.

It is thus important to have the capability to combine
multi-domain cyber ranges from different providers to create
elaborate scenarios. It is also conceivable that multiple cyber
ranges, each with its area of expertise, could work together to
offer end users the ability to train on multiple use cases and
different scenarios. To this end, the concept of federation has
been developed as a solution to meet such growing demands.
In this context, this work presents the Federated Cyber Range
developed by the ECHO pilot project (https://echonetwork.eu/)
which aims to address the problem of fragmented capabilities
by establishing a mechanism by which the independent cyber
range capabilities can be interconnected and accessed via a
convenient portal for configuration and management.

II. RELATED WORK

This section overviews the current state-of-the-art cyber
ranges so as to identify capabilities and functionalities served

Abstract—Cyber ranges are valuable assets but have limita-
tions in simulating complex realities and multi-sector dependen-
cies; to address this, federated cyber ranges are emerging. This 
work presents the ECHO Federated Cyber Range, a marketplace 
for cyber range services, that establishes a mechanism by which 
independent cyber range capabilities can be interconnected and 
accessed via a convenient portal. This allows for more complex 
and complete emulations, spanning potentially multiple sectors 
and complex exercises. Moreover, it supports a semi-automated 
approach for processing and deploying service requests to assist 
customers and providers interfacing with the marketplace. Its 
features and architecture are described in detail, along with the 
design, validation and deployment of a training scenario.

Index Terms—cyber range, training, federated, simulation

I. INTRODUCTION

Recent cybersecurity incidents indicate that cyber threats are 
constantly increasing in complexity, with attackers becoming 
more organised and their arsenal continuously upgraded with 
more advanced tools. This necessitates the availability of 
cybersecurity training in realistic conditions and renders the 
hands-on experience using cyber ranges one of the most 
sought-after assets for cybersecurity professionals. Since cyber 
ranges are closed and controlled environments that contain all 
the necessary tools, networks, and user simulations required 
for training and education purposes, they allow trainees to 
use realistic scenarios that otherwise would be impossible to 
execute, with minimal risk of a threat getting out of hand.

Overall, cyber ranges have the potential to help 
strengthen the stability, security, and performance of cyber-
infrastructures, e.g., information technology (IT), operations 
technology (OT), and industrial control systems (ICS), by 
facilitating high-fidelity simulations of operational conditions 
in a virtual environment. These virtual environments are a 
practice ground not only for hands-on education and training 
purposes, but also for advanced prototype development and
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within modern cyber ranges and also evaluate the technology
stack they utilise. In a survey by Holm et al. [4], information
from 30 ICS testbeds was collected and several characteristics
were covered including the main methods that can be used
for the implementation of ICS in cyber ranges, namely virtu-
alisation, simulation, and hardware. The survey also classified
the objectives of these cyber ranges into 11 categories. The
survey, although thorough, was mostly focused on industrial
ranges and their vulnerability assessment.

A systematic review by Kucek et al. [5] focused on
assessing functionality and configuration in capture-the-flag
(CTF) environments. They examined eight open source CTF
environments and concluded that most of the platforms can
be installed upon an arbitrary operating system and almost all
platforms are recommended to be installed inside Vagrant or
Docker. They also highlighted some generic features that these
environments shared such as a scoring system, scheduling
options, and graphical statistics per user and challenge.

Yamin et al. [6] performed the most recent and arguably
most comprehensive survey on cyber ranges and security
testbeds. They identified a gap in the literature which, accord-
ing to them, is either sectorial or outdated, and proceeded with
their own analysis, while also proposing a cyber range specific
taxonomy. Their findings show that most modern cyber ranges
use a hybrid environment which combines emulation, simula-
tion, and real equipment, in order to produce a more realistic
exercise experience. Even though they determine that most
cyber ranges are focused on educational aspects, there is also
an increased interest to use cyber ranges for testing of systems
or products. Finally, scalability and federation are identified as
the main future research trends and directions.

III. ECHO - FEDERATED CYBER RANGE

The ECHO - Federated Cyber Range (E-FCR) provides the
infrastructure needed to enable security roadmaps research,
experimentation, test, and certification of new security tech-
nologies, as well as to support advanced cybersecurity training
(including distributed computer-assisted exercises with specific
scenarios) and preparation of qualified cybersecurity experts.

A. Overview

The E-FCR aims to interconnect existing cyber range ca-
pabilities through a convenient portal operating as a “broker”
between user requirements and a pool of available cyber range
capabilities. Within ECHO, a cyber range is defined as a multi-
purpose virtualisation environment supporting three ”security-
by-design” needs: (i) knowledge and skills development; (ii)
improved system assurance during development; and (ii) im-
proved system assurance through security test and certification
evaluation. Overall, the objective of the E-FCR is to solve
the problem of fragmented capabilities among cyber ranges
by establishing a mechanism by which the independent cyber
ranges can be interconnected and accessed via a convenient
portal for configuration and management.

The E-FCR main concept centres on a portal/dashboard
where users can develop their single and multi-sector cyber

scenarios and then request the portal to configure the intended
scenario from a pool of interconnected cyber ranges operated
by different providers. Under this process, the portal also
serves as a means to validate whether the scenario can be simu-
lated, or highlights the case where some aspects of the scenario
may require additional simulation capabilities, whether due to
missing availability of virtual images or otherwise.

Figure 1. Cyber range providers and E-FCR

B. Vision

One of the main goals of the ECHO project is to establish
the E-FCR as a significant marketplace for cyber range
services in Europe. As such, the vision is to incorporate several
aspects: the marketplace, the business space, and the innova-
tion aspect. In general, the marketplace focuses on commercial
factors, linking supply and demand, thus enabling reciprocal
value exchange. In addition, the E-FCR aims to perform as a
virtual space, bringing experts, customers, requirements and
capabilities together in one environment (business space), and
also as an innovation driver, by promoting open innovation
and providing access to a potentially unlimited pool of inno-
vators. These elements will be ideally guided and supported
by the future EU Network of Competence Centres1.

The approach towards the development of a strategy for
the E-FCR needs to be guided primarily by the following
principles: (i) Sustainability (with main aim to cover incurring
costs on a long-term basis and potentially generate profit); (ii)
Value Creation; (iii) Growth (E-FCR aims at providing to its
participants a broad base enabling growth and scaling); (iv)
Visibility (E-FCR has been designed to enhance each of its
participants’ visibility, extending their reach and networking
power thus removing geographic boundaries and language bar-
riers, fostering the Digital Single Market; and (iv) Community
building (a fundamental objective is to attract, grow, and feed
a vibrant and active community around the E-FCR whereby
the business strategy for the E-FCR marketplace needs to be
strictly linked to the E-FCR (or ECHO) innovation strategy;
the creation of innovation and services within the marketplace
fosters its Visibility, Value Creation, and Growth).

C. Features

The design and development of the E-FCR system has been
driven by and aims to fulfill the overall ECHO vision. In par-
ticular, the E-FCR is envisioned as a super-system connecting
different cyber range Providers and acting as a concentrator of
capacities and capabilities. Customers can request cyber range

1https://cybercompetencenetwork.eu/ & https://digital-strategy.ec.europa.
eu/en/policies/european-cybersecurity-competence-network-and-centre/
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Services from multiple cyber ranges. The system then acts as
a concentrator connecting Customers and Providers. The E-
FCR requires cyber range Providers to provide the up-to-date
capability/capacity of each of the networked Cyber Ranges;
this requires E-FCR Agents deployed on the federated ranges.

The Customers can select existing Services from the Mar-
ketplace or express their need for a custom Service via the GUI
and send the Request to the Providers. The GUI provides the
Customer with a set of information and a dashboard to submit
the Service Request. An expert Customer can define technical
details of the desired Service. In contrast, a non-technical
Customer leverages standard contents to simplify the Service
Requests’ creation. This allows the E-FCR to be accessible to
a broader market, including non-technical Customers.

The E-FCR acts as a middleman between Customers and
cyber range Provider(s) and Content Providers. This simplifies
the Customers’ interactions, who only deal with a single entity
(the E-FCR) for defining the Request and Services. Providers
forming a federation choose a Prime Provider.

The E-FCR offers a GUI to the cyber range Providers or
Content Providers to design and propose pre-defined cyber
range Services (e.g. pre-defined training scenarios) and expose
them to the Customers (via the Marketplace). The same GUI
is also used for negotiation to find a suitable solution when
Service validation fails. The GUI also allows the Providers to
manage a Federation of providers and manage the customers’
Service Requests. Besides, the E-FCR will be used by the
cyber range Providers to search for potential partnerships with
other cyber range or Content Providers.

The E-FCR concentrates valuable information from the in-
dividual Cyber Ranges and provides a single, simple interface
to validate Service Requests. The complexity of the Service’s
instantiation and management will remain at the single cyber
range site; full automation is not foreseen and thus manual
activities will be needed at each cyber range Provider side.

If the Service Request instantiation is successful, then
the Customer (and their related End Users) interacts with
the requested cyber range Service directly using the cyber
range Provider tools/facilities, since it is not envisioned that
the E-FCR would offer direct access to the cyber range
instantiated Services; each cyber range Provider provides its
own remote access system to the Services. Suppose a cyber
range is provided with sector-specific capabilities; in that case,
they become part of the cyber range description (capability
information) within the E-FCR (e.g., from IoT devices to ICS
systems, to satellite simulators or other physical appliances).

The E-FCR is not bounded only to training Services, but
also leverages simulations, testing environments, emulation
environments, digital twins: this allows the E-FCR to provide
Services to a vast range of customers.

D. Architecture

E-FCR platform is divided in four major tiers: (i) Client
Tier, (ii) Front Tier, (iii) Mid Tier, and (iv) Back Tier. Each
tier comprises several core E-FCR components and provides
specific access points and interconnections to adjacent tiers.

Starting from the top layer, the core component of the Client
Tier is the E-FCR Dashboard which is mainly a container
of different subcomponents which all together compose the
actual user interface of the E-FCR. The Client Tier is directly
connected to the immediate lower tier, the Front Tier.

The Front Tier is actually an intermediate component,
namely a ReverseProxy, which is responsible for establishing
connectivity between the Client and Mid tiers. Notably, this
component is a single point of entry to the system.

At Mid Tier, the number of core components increases and
there is a clear distinction into two sub-layers. The first layer,
corresponds to the interconnection point of Front and Mid tiers
respectively, being the main entry point of all requests entering
the current tier. This component is called Access Portal and
is basically responsible for routing incoming requests to the
correct micro-service, or recipient subcomponent, residing in
the Mid Tier, while also ensuring that only authorised requests
are allowed to proceed. The second layer, the inner Mid Tier,
contains the following core components.

Billing Manager is the component that defines the whole
billing process, i.e., it determines service provisioning costs
to customers in regards to service selection. There are two
significant categories, the standard service and the custom
service offering. In the former an automatic preparation of
a standard invoice is triggered for a predefined service, while
in the latter there is plenty of room for configuration and ne-
gotiation between the individuals, whereas a custom, and thus
a manual, preparation of an invoice needs to be configured.

Capacity & Capability Map is a structure denoting the
available capacities and capabilities of the enlisted Cyber
Ranges of the providers. It provides information in respect to
what each Cyber Range is capable of providing and in what
extent, meaning how much of its capacities are in numbers,
while also depicting a snapshot of its current reservations.

Cyber Range Gateway is another communication entry
level point, which connects the E-FCR platform from the Mid-
Tier to the Cyber Range Tier which resides outside of the
platform. This interconnection is achieved through the Cyber
Range Gateway and the components called Agents which
reside on top of each connected Cyber Range. This works
as a shield for the E-FCR components as it “hides” the actual
complexity of Cyber Ranges’ topology.

Quality of Service (QoS) gathers information on metrics
from Cyber Ranges regarding potential scenarios running on
them. It gathers all available information from their Agents in
batches and creates records for each corresponding scenario.

Service Catalogue is responsible for storing and making
available any services provided in the Marketplace (part of
the aforementioned Dashboard in the Client Tier).

Service Request Repository is, similarly to the Service
Catalogue, responsible for storing and making available all the
information regarding service requests, such as negotiations
between Customer and Provider, Service Level Agreements
(SLAs), contracts with past and current statuses etc.

Service Broker handles the processing of a request and
defines its distinct stages during its lifecycle in the platform.
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Figure 2. E-FCR architecture

These steps consist of the initial receipt of the request from the
Service Request Repository, followed by a validation process
where the Capacity and Capability Map is interrogated in
order to find the optimal Cyber Range to assign the service
request to, and finally sending the request to the Cyber Range
provider(s) for the final validation, refinement, deployment,
instantiation, and start of the service.

User Manager manages the user repository of the system,
providing user information (e.g., organisation, profile, and
contact) and also provider information (e.g., content and
cyber range providers and associated Cyber Ranges). It is
also responsible for providing insight into users’ roles and
permissions about the authorisation of a user in the system.

There is also a MongoDB instance and a DelayedMessage-
Queue component which could be distinguished as the Back
Tier of the system. Many of the aforementioned components
communicate directly with these, especially components that
need to store and keep collections of their resources; for
instance the Service Request Repository holds a collection of
the active Service Requests and the Capacity Capability Map
a collection with all the available Cyber Range data.

IV. SCENARIOS

E-FCR has been designed with some specific user scenarios
as primary drivers for the system, see Table I. It is essen-
tial to distinguish between a Service (generally selected by
a Customer from the Marketplace) and Custom Service (a
Service designed by the Customer and proposed to the E-FCR,
which will match the connected cyber range’s capacities and
capabilities Providers to fulfill the Request). A Custom Service
match-making is a complex activity that has been implemented
via the Service Broker component, the core of the E-FCR.

A. Custom Services Design and Match-making

Allowing the Customer to design his/her Service is one
of the most complex tasks for the E-FCR, since it implies
the translation of the Request into a set of capacities and

Table I
PROMINENT HIGH-LEVEL USE CASES ELICITED FOR THE E-FCR

Scenario Description
Service provided by a
single Cyber Range
Provider

A listed Service proposed by a single Cy-
ber Range Provider in the Marketplace is
provided to a registered Customer at the
requested date. The Service is provided as-
is, without any customisation.

Service provided by a fed-
eration of a Content
Provider and a Cyber
Range Provider

A listed Service proposed in the Market-
place by a federation of Content and Cyber
Range Providers is delivered to a registered
Customer at the requested date. The Service
is provided as-is, without any customisation.

Service provided by a fed-
eration of Cyber Range
Providers

A listed Service proposed by a federation
of Cyber Range Providers is delivered to a
registered Customer at the requested date.
The Service is provided as-is without any
customisation.

Custom Service provided
by a single Provider or a
federation

The Customer submits the Request for a
custom Service (or for a customized exist-
ing Service) to the E-FCR. The Service is
provided by a Federation of Cyber Range
Providers suggested by the E-FCR.

capabilities to be matched with the collection of capacities and
capabilities of the federated cyber ranges. While the match-
making process is performed by the Service Broker, the design
of a Customer Service leverages the Service Designer on
the main E-FCR GUI (Figure 3) which aims to bridge the
gap between high-level Service description (generally what is
needed by Customers) and low-level capability/capacity world
(understood and required by Cyber Range operators).

The complexity of this task stems from the need to interface
with both humans and machines. Customers would define the
Requested service in natural language (i.e., unstructured text),
the parsing of which is notoriously challenging for machines.

1) ESDL: The ECHO Service Description Language
(ESDL) aims to find a balance between the need to fix a textual
framework that is manageable by a machine, but still feels
natural to humans. ESDL is used to describe E-FCR Services
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Figure 3. Service Designer captured information from the customer

from the Customer’s point of view, but the description can
still be sufficiently detailed to serve as a basis for a contract
between Customer and Provider. ESDL has its associated
grammar, so it can be machine parsed. An ESDL file serves as
a common ground to discuss and negotiate the Service between
the parties and evolves during the Services negotiations. Given
the versatility of ESDL, this file can be a central point to
articulate different subsets of a Service (Figure 4).

2) Using ESDL: Customers and Providers are not required
to learn ESDL. The Service Designer includes a wizard to
guide mainly the Customer through the designing process via
a series of questions, sort of a decision tree. The wizard is
intended mostly for the first Service design, to capture as much
as possible from the Customer in a structured form. However,
it can be used also later, for developing an additional part of
the Service, for example. The designed Service is displayed in
a tree-like form, with the possibility to change or add any part
of the Service, within the allowed limits of the ESDL grammar.
In later stages of development, it is planned to include a
graphical tool to aid with the network and timeline topologies.

The Service Designer automatically checks the designed
Service for semantic correctness, thanks to the ESDL gram-
mar. The Cyber Range and Content Providers (not Customers)
have also the possibility to assign their capabilities to the
designed Service. This way the Service is complete from the
system point of view and can be scheduled via Service Broker.

Figure 4. Collaboration instance articulated around an ESDL description file

B. Validation, approval and suggestions

At its core, the E-FCR platform is designed to process
a Customer’s Service Request in regards to the availability
of resources on the side of the Cyber Range Providers and
validate the existence of availability - in which case the
reservation of required resources and the deployment of the
requested Service is carried out - or provide suggestions in
the case of a custom designed Service Request.

The task of validating and deploying a Service Request is
mainly reserved for the Service Broker which needs to work
in concert with other integral backend components like the
Service Request Repository, Capacity & Capability Map, User
Manager, Billing Manager, and Broker Gateway.

In the first stage, following the submission of an off-the-
shelf Service Request to the Service Broker, the validation pro-
cess is executed. During that process, Service Broker fetches
relevant Cyber Range data from Capacity & Capability
Map and User Manager and validates the availability of the
Service-requested Resources for either a single Provider or
an existing Federation of Providers. Resource availability is
determined at runtime by utilising the Capacity & Capability
Map resource and reservation data. Several constraints are
taken into account like schedule availability, and Capability
availability for each Service-designated Cyber Range.

In case of a successful Service Request validation, Ser-
vice Broker creates a Proposal that is then submitted to the
Service Request Repository and is updated by the Billing
Manager with necessary financial data. Service Request sta-
tus is also updated by the Service Broker to reflect the
successful validation. The created Proposal can be queried
and viewed by both the Customer and the Service Provider
on the E-FCR Dashboard where it is negotiated. Following
an unsuccessful Service Request validation due to resource
unavailability, Service Broker creates an empty Proposal and
updates the Service Request status accordingly to initiate a
Service Request customisation process or a cancellation.

In case of Customer-designed Service Request (designed
from scratch), Service Broker utilises several methods like
template-capability matching and semantic string matching
against Cyber Range Capability data in order to best fulfil
the Customer’s request and create a list of Proposals for each
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Provider/Federation. Since the Service in this case is system-
designed, it needs to be carried out in phases for: (i) Single
Providers; (ii) Existing Federations; and (iii) possible creation
of new Federations. If a Proposal is accepted by a Provider or a
Federation, the aforementioned actions are executed to proceed
with resource reservation and Service deployment. If none of
the Proposals is accepted, the Service Request is updated to a
DRAFT status and Customer intervention is required.

After successful validation, negotiation, and approval of an
off-the-shelf or a designed-from-scratch Service Request, the
Service deployment process is executed. During that process,
Service Broker first reserves the Cyber Range resources,
defined in the accepted Proposal, by notifying the Capacity
& Capability Map component. Following resource reservation,
Service Broker initiates service deployment by notifying each
involved Cyber Range through Broker Gateway with relevant
data. The described process is executed in the backend where
every component utilises authorisation for data access and
modification to ensure data safety and user-data privacy.

C. Deployment

Once the start date of the cyber-service is reached, Provider
can deploy the service on cyber ranges by leveraging E-
FCR. This is especially helpful considering a federated service
running on multiple cyber ranges. E-FCR sends an activation
request to every involved cyber range, to a special cyber range
agent which receives the request and translates it to the cyber
range specific API calls, thus instantiating the corresponding
part of the federated scenario. The federated scenarios running
on different cyber ranges are interconnected via VPN VM.

VPN VM allows to interconnect two cyber ranges with
client to server Layer 3 virtual private network (VPN). The
VPN software and its configuration are contained within a
virtual machine on both client and server side of this point-
to-point connection. VPN VM technology is agnostic to the
virtualisation technology used by the cyber range itself. A
VPN tunnel is established between two scenarios running on
different cyber ranges. VPN VM acts as a server in one cyber
range scenario and as a client in the other cyber range scenario.
If a scenario is federated across N cyber ranges, the number
of VPN VM tunnels can grow up to [N*(N-1) / 2] (full-mesh).

D. Training Exercise

We now consider an actual training scenario based on a cy-
ber exercise for energy sector, consisting of power generation
operators each with a corporate network, physical security,
and ICS. Within this scenario, an Advanced Persistent Threat
is intent on disrupting power generation to cause political
destabilisation. The attacker’s objective is not destruction, but
untraceable disruptions at various energy suppliers that cause
cascading effects and result in outages. Different electricity
generation plants are targeted, and they must work together to
detect, identify, contain, and recover from the cyber-attacks.

The scenario uses capabilities from three cyber ranges at
VisionSpace (VS), RHEA (RG), and Guardtime (GT), respec-
tively, that easily integrate their capabilities to bring specialty

knowledge for the delivery of more complex and realistic
simulations. Due to the scenario structure, only 4 VPN VMs
are necessary for the scenario interconnection (Figure 5).

Figure 5. Network diagram of the training scenario

V. CONCLUSIONS

Motivated by the increasing importance of cyber ranges, the
scattering of the offering, and subsequently the need for a one-
stop-shop for cyber-range services (and more in general, se-
curity services), the E-FCR aims to provide a concrete answer
to this problem and facilitate both providers and customers.
The concept of pooling and sharing of capacity and capability
allows providers to join their forces to provide more complex
and complete emulations, spanning potentially across multiple
sectors and complex exercises. This work presented the main
features of the E-FCR, an in-depth view of its architecture, and
the complete life-cycle of a scenario within E-FCR, starting
from its design, validation, and approval, until its deployment.
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