
The hidden danger 
behind COVID-19 

In a note published earlier today, the State Secu-
rity reports that an increasing number of individ-
uals and groups are spreading fake news about 
the coronavirus COVID-19 with a view to polar-
ize society. In addition, certain foreign powers 
hope to capitalize on the deep economic crisis 
in the aftermath of the coronavirus crisis and are 
looking to take over companies facing financial 
difficulties. 
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The hidden danger 
behind COVID-19 

In the past, we have seen the emergence 
of this phenomenon during election cam-
paigns, mainly abroad: groups, in some 
cases driven by foreign troll armies, use 
disinformation campaigns to expand their 
influence. A similar phenomenon is oc-
curring during the coronavirus outbreak: 
social media are flooded with disinforma-
tion about COVID-19 with a view to set 
population groups against each other.

In order to manage the related risks as ef-
ficiently as possible, the civil intelligence 
service VSSE and its military counterpart 
SGRS have set up a distribution of tasks 
and a permanent dialogue based on their 
experiences during the last federal elec-
tions and their increasing collaboration. 
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In recent weeks, both intelligence services have been 
able to establish that various right-wing extremist in-
dividuals and groups are spreading conspiracy theo-
ries via social media and are using the COVID-19 cri-
sis to set population groups against each other or to 
undermine the authority of the Belgian government 
and the medical community. 

One example is the theory that is being spread by the 
Knights of Flanders, a new group of far-right Tem-
plars, that the origin of the coronavirus is to be found 
in the flu vaccine. 

Other far-right groups engage in hate speech against 
Muslims. For example, the French speaking splinter 
party Nation at one point published the message that 
there was a so-called fatwa calling infected Muslims 
to “cough in the faces of nonbelievers”. 

RIGHT-WING EXTREMISM 

Ideological extremism
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The VSSE/SGRS also observed that 
right-wing extremists claim that there is 
a link between the outbreak of the coro-
navirus and immigration. A mixture of 
facts, fake news and far-right framing is 
used to make their message clear. It is 
the leading discourse of far right on so-

cial media, with one common denomina-
tor: migration makes the outbreak of the 
coronavirus worse. 

There are numerous examples. The 
French speaking far-right party Parti 
National Européen (PNE), a breakaway 

party of the French speaking Na-
tion, describes an asylum centre 
in Mouscron as being a source 
of infection for the surrounding 
area. The PNE even demands 
that the centre should be closed 
because of the coronavirus and 
adds that: “they (the asylum 
seekers) should all be accommo-
dated in Parliament: the building 
does not serve any meaningful 
purpose anyway”. 

4/13

RIGHT-WING EXTREMISM 
Ideological extremism
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The VSSE also perceives that certain far-right 
groups and organisations are using a pro-Rus-
sian discourse in the context of the corona cri-
sis and are dispersing Russian propaganda in 
our country. One of those groups is the recently 
founded Squadra Europa. They are a very re-
cent, pan-European, ultra-right movement, ac-
tive on Twitter and other social media and with 
a division in Belgium.

The movement posts messages against immi-
gration, the perceived islamization of Europe 
and globalisation. They also link these phenom-
ena to the outbreak of the coronavirus. Further-
more, Squadra Europa clearly uses an anti-EU 
and pro-Russian discourse, as proven by the 
post below from 23 March 2020.

PRO-RUSSIAN 
REPORTING 

Ideological extremism
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PRO-RUSSIAN 
REPORTING

Ideological extremism

In other posts from indi-
vidual profiles the corona 
epidemic is used to dis-
seminate Russian prop-
aganda on the topic. But 
the real impact of these 
posts on the far-right com-
munity in our country is 
very limited. The distrib-
utors of such messages 
mostly serve as a “useful 
idiot” and mouthpiece to 
the benefit of Russian in-
terests.
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FAR LEFT
Ideological extremism

The anarchist community in Brussels also 
does not fail to make their voice heard 
during the corona crisis. On 8 April 2020, 
the leftist anarchistic website Indymedia 
Bruxsel launched a call to make use of 
the COVID-19 outbreak to commit acts 
of violence against police and peni-
tentiary staff and to damage telecom 
infrastructure in order to inflict as much 

damage as possible to our society. Ac-
cording to Indymedia, now is the ideal 
time to take action: because of the coro-
navirus outbreak, the attention of law en-
forcement is focused on other matters. 

Other organisations, such as the ultra-left 
Secours Rouge, also remain active dur-
ing the corona crisis.



   

In the context of the coronavirus crisis 
the VSSE also investigates propagan-
da disseminated by foreign powers, 
by means of Social Media Intelligence 
(SOCMINT) and by analysing narratives 
regarding our country and COVID-19 in 
specific foreign media that might have 
an impact on Belgian public opinion. The 
disinformation campaigns are part of a 
hybrid strategy to debilitate the West. 

The propaganda that is being spread 
mainly originates from Russia. 
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The Russian disinformation is in line with 
the strategy of the Kremlin to sow dis-
cord and distrust in the West vis-à-vis 
national and European authorities. The 
goal is to undermine social cohesion. In 
part, the disinformation is also aimed at 

Russian public opinion. The intention is 
to convince Russian nationals that the 
way their country is handling the crisis is 
correct and efficient. These disinforma-
tion campaigns possess a clear propa-
gandistic aspect. 

The most widespread of these theories 
claim that the virus is a biological weap-
on created by laboratories and spread 
by migrants. Reports targeted at Italian 
and Spanish civilians, on the other hand, 
focus on how their respective authorities 
fail to control the crisis, on how Russia, 
by contrast, is efficiently dealing with the 
outbreak of the virus and on the incapac-
ity of Europe.

The Kremlin denies the accusations. 
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In the context of the coronavirus cri-
sis, the VSSE wishes to stress that we 
must remain vigilant with regard to for-
eign powers which are seeking stra-
tegic takeovers of companies that are 
struggling due to this crisis.

Opportunities may arise predominantly in 
the high-tech industry allowing a nation 
to strengthen its strategic position and to 
establish itself in the European market. 
The VSSE would also like to draw atten-
tion to the risk of foreign powers exploit-
ing their humanitarian aid operations to 
engage in interference in decision-mak-

ing processes. This ‘corona diplomacy’ 
is not necessarily in the interest of our 
country.
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The VSSE is aware of the risks involved 
in the organisation of consultations and 
meetings through video conference, now 

that a large part of 
the working pop-
ulation is work-
ing from home. 
Foreign intelli-
gence services 
might exploit the 
vulnerabilities of 
these systems 
for technical es-
pionage.

Therefore, it is important to look for the 
most secure platforms and to use them 
in the safest way possible by taking the 
following precautions: 

> Make sure that both the operating 
system of your smartphone, desk-
top, laptop or tablet and the video 
conferencing software are up to 
date.

> Only use video conferencing soft-
ware with features that allow you 
to adequately manage the meeting 
(e.g. management of the partici-
pants) and ask your IT specialist to 
adjust the software settings accord-
ing to the desired level of protection.

> A safe video conference requires a 
secure local network. Visit the web-
site of the Centre for Cyber Security 
Belgium (CCB) to learn more about 
internet safety at home, at work, at 
school and in vital sectors.
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> Follow these tips to organise a se-
cure video conference:

•  Explicitly determine who is al-
lowed to participate in the video 
conference and only give access to 
those people.

•  Use a password to limit the ac-
cess to the video conference.

•  Verify whether the participants of 
your video conference are indeed 
the people you wish to include, for 
instance by checking if they are 
recognizable.

•  Only click on ‘meeting links’ 
(invitations to take part in a vid-
eo conference) if the sender is 

someone you know and trust. It is 
recommended to send the invita-
tions through the video conferencing 
software. Avoid sending invitations 
via social media.

•  Think carefully about the place 
where you choose to take part in the 
meeting.

•  Make sure you can monitor what 
the other participants can see be-
hind you. If possible, use a virtual 
background.

• Other devices in the room (smart-
phones, computers, tablets, …) can 
compromise the confidentiality of 
the video conference. It is thus rec-
ommended to remove these devices 
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from the room before a confidential 
discussion.

> Information may still leak after the 
video conference has ended, since 
it is possible for participants to re-
cord the video conference (via the 
video conferencing software itself 
or with other tools). If the recording 
is handled carelessly (or malicious-
ly), information can still become 
public.

>  Finally, you should bear in mind that 
the infrastructure you use for the vid-
eo conference might not be based in 
Belgium. Depending on the location 
of the service provider and its infra-
structure, foreign compliance rules 
may apply. Especially outside the 

European Union, the rules on the 
protection of privacy and the confi-
dentiality of communication may dif-
fer from what you are used to in Bel-
gium.
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